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DIRECTOR’S INTRODUCTION 


It was in the midst of editing this issue of CCIA Background Information 
that the news came on 28 January 1986 of a gigantic explosion at 16 kilometers 
altitude which tore into shreds the proud American space shuttle 
‘*Challenger’’, spraying fragments over a wide expanse of the Atlantic Ocean. 


The shock which this accident unleashed was only in part due to the fact 
that millions watched the seven lives of the shuttle crew extinguish in so spec- 
tacular a fire-ball. It is pointed out that when 248 American servicemen died in 
a plane crash in Gander, Newfoundland, on 12 December 1985, President 
Reagan did not call for a national day of mourning, as he did in the wake of the 
shuttle accident. 


The shock was also due to the growing realization of a truth which is the 
central thesis of the present paper by prominent Dutch communication re- 
searcher Dr. Cees J. Hamelink. In simple terms, one might express this thesis as 
follows : the equation technology = security is a dangerous fallacy. 


As Hamelink points out, there is an increasing reliance and dependence by 
the military on information-gathering and information technology (infor- 
matics). At the same time, the more sophisticated this technology becomes, the 
more vulnerable it is to errors and misfunctions. In a nuclear age, such 
dependence on fallible technology could be fatal. 


On 18 April the USA lost a Titan rocket. The Titan 34-D and its secret 
payload exploded in flames just seconds after lift-off at Vandenberg Air Force 
base. It is believed that it was a Keyhole-11 photographic reconnaissance 
satellite. The KH-11s are the best of the US spy satellites, with engines that can 
move them about in orbit and powerful cameras that can zoom in on almost 
any area of the earth. 


Conceding the serious setback suffered as a result of the explosion of the 
space shuttle Challenger and the destruction of the Titan rocket Mr. Donald C. 
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Latham, the Assistant Secretary of Defense (for communications, command, 
control and intelligence) emphasized the Defense Department’s new policy of 
using the US space shuttle fleet primarily to launch ‘‘unique’’ satellite payloads 
while relying on expendable launch vehicles or rockets to put more conven- 
tional satellites in orbit. 


When the Outer Space Treaty entered into force in October 1967, it was 
believed that outer space would be a ‘‘zone of peace’’. However, by the end of 
1985, despite the ratification of the Treaty by 85 nations, this dream has remain- 
ed an illusion. The US shuttle programme, originally advertised as a civilian 
enterprise, has become the centerpiece of a grandiose military research effort 
which goes by the name of ‘‘Strategic Defense Initiative’? (SDI), but which is 
popularly known as ‘‘Star Wars’’ 


For the next five or six years, the Reagan administration is seeking over 
US$ 32 billion for SDI research. From this year until 1995, the plan was to use 
an average of five shuttle flights per year to test SDI components. 


The idea, according to SDI proponents, is of course a positive one: to 
create an umbrella of security which would one day make nuclear weapons 
superfluous and free humankind from being hostage to nuclear terror. 


Leaving aside the discussion of the actual intention of such a programme 
(there is far from unanimity even in the Western alliance as to its peaceful in- 
tent), the technical complexity of what is proposed is staggering. 


John Chancellor, a US television journalist, already in December 1985. 
raised a crucial question : The computer programme necessary for SDI is of a 
complexity that makes the shuttle-programme no more than a ‘‘pacman’’ 
game by comparison. Estimates put the number of programme lines necessary 
at ten to one hundred million. These programmes could be tested only in an 
actual nuclear war. If even a single shuttle start involves so much uncertainty, 
how sure can one be of the thousands and thousands of launches and shots 
which would be necessary for SDI within the space of a few minutes ? 


As Hamelink amply illustrates, it is impossible to programme computers 
without error. Even the computer giant AT&T admits that computer ‘‘soft- 
ware’ commercially available contain on the average 300 “‘serious errors’ per 
1000 programme lines. 


Furthermore, says Hamelink, ‘‘As a result of a diversity of factors that are 
not very well understood by the experts, complex systems fail frequently:’ As 
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examples he cites the fact that trans-oceanic data communications traffic 
malfunctions one full hour every twenty-four hours. Small technical distur- 
bances can produce false alarms in warning systems. In 1979 the American 
Defense Command (NORAD) registered 1,500 such false alarms. 


In other words, even without any further development of SDI, we are in 
constant danger. According to Hamelink’s calculations, supposing we estimate 
the probability of an accidental nuclear war at less than 5%, it becomes a 
virtual certainty within the next 100 years. 


The space shuttle flights have repeatedly been used as proof of the in- 
fallibility of technology. It has served to strengthen faith in a ‘‘computopia’’, as 
Hamelink calls it. The demise of the ‘‘Challenger’’ casts serious doubt on the 
wisdom of this faith. 


Indeed, the SDI proponents were fully aware of the fatal agnosticism which 
the shuttle disaster could unleash. One week after the accident, President 
Reagan reaffirmed his faith in technology as he unveiled before the American 
people plans for a spacecraft which by the end of the next decade would 
transport passengers from Washington to Tokyo in two hours. 


What he failed to announce is that this peaceful, civilian superplane, bap- 
tized ‘‘Orient Express’’, would also serve, in the words of US Air Force official 
Stanley A. Tremaine, as ‘‘killer-weapon system for the Air Force’’. 


The present CCIA Background Information is not meant to create even 
more fear in a frightening world. It is meant as a contribution to the Inter- 
national Year of Peace. Already in 1983, the WCC Assembly in Vancouver 
pointed to the dangers which are described here : ‘‘A moment of madness, a 
miscalculated strategic adventure, a chance combination of computer errors, a 
misperception of the other’s intention, an honest mistake — any one could now 
set off a nuclear holocaust?’ 


But the Assembly also suggested numerous tasks for churches to prevent 
the further deterioration of the world’s security. This cannot be achieved 
through continued reliance on technology. 


The Executive Committee of the World Council of Churches, in a statement 
on ‘‘the International Year of Peace’’ emphasized ‘‘the need to rescue modern 
science-technology, humanity’s basic tool, from the service of war and profit | 
and ensure its use to promote the best interests of humanity, including the 
elimination of poverty’’. 


Cees Hamelink makes numerous ‘‘suggestions for risk reduction’’. Any of 
them will need energetic and concerted efforts of the ecumenical community. 
This can only be accomplished in a spirit of hope. The fact that the systems 
discussed in this issue are not infallible is a sign of hope. They are human crea- 
tions and can therefore be dismantled by human effort. 


Disasters have always been warning signs against human arrogance. We 
must read the signs correctly to prevent even greater disasters. We are deeply in- 
debted to Cees J. Hamelink for this timely, stimulating and challenging con- 
tribution. 


Ninan Koshy 
Director 
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MILITARIZATION IN THE INFORMATION AGE 


by Cees J. Hamelink 


An avalanche of publications acclaims the transition to the ‘‘Information 
Age’’ as the most significant development of the latter part of the 20th century. 
This transition, it is argued, represents the historical shift from a predominant- 
ly industrial society (the successor to a predominantly agricultural society) 
towards a predominantly information-based society. The latter has also been 
variously described as post-industrial, post-capitalist, post-ideological, and 
even post-Protestant ! Whatever the epithets, the general characteristic of this 
transition is the increasing relevance of the ‘‘information’’ factor to all societal 
functions. 


In the ‘‘information society’’, information is the basic resource. A large 
proportion of the labour force is employed in information occupations, infor- 
mation activities contribute increasingly to the gross domestic product, and in- 
formation technology becomes the primary infrastructure for all industrial 
production and distribution of goods and services. 


The Information Age tends to be seen as a fundamental departure from 
previous social arrangements. A new society is proclaimed to be imminent. It is 
characterized by new values and new social relations. It is suggested that we face 
a basic, qualitative social change never before dreamed possible. The tone of 
this promise is optimistic, almost euphoric. The utopian projects of the early 
socialist movements seem now to be capable of implementation. Democracy, 
decentralization, participation, emancipation... all these promise to become 
realities, not through proletarian revolution, but thanks to advances in infor- 
mation technology. In other words, the Information Age announces the end of 
the ‘‘zero sum society’’ : there need no longer be winners and losers. 


Enthusiasm for this ‘‘computopia’’, as it might be called, needs however to 
be tempered by a more sober analysis of present developments. What we are 
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now experiencing may in fact be the mere continuation of a historical process 
that commenced in the mid-18th century. Rather than thinking in terms of a 
revolutionary change from the past, it may be more accurate to describe the In- 
formation Age as a successor to earlier stages of the industrial revolution. The 
first stage of the industrial revolution was characterized by ‘‘mechanization’’, 
i.e. the application of mechanical techniques to the production and distribu- 
tion of industrial goods and services. In the following stages (roughly between 
1840 and 1950), mechanization was further refined through ‘‘rationalization’’ 
(Taylor) and ‘‘automation’’ (Ford). It is only since the 1950s that the current 
stage becomes increasingly important. ‘‘Informatization’’ could be defined as 
the application of information techniques to the production and distribution 
of industrial goods and services. 


To answer the question whether ‘‘informatization’’ by itself represents a 
radical historical change, one should examine the social consequences of 
earlier stages in the industrial revolution. The classical industrial revolution 
changed the tools people used (e.g. new means of transportation), it radically 
altered society’s appearance (e.g. factories in the landscape), and it deeply in- 
fluenced individual lives (e.g. the creation of factory workers). However signifi- 
cant these changes may have been, basic social arrangements remained 
unaltered. In itself, the industrial revolution did not revolutionize ownership 
structures or the relation of forces in society. 


On closer inspection, the same could be said for the stage of informatiza- 
tion. There already are striking impacts on society’s tools (e.g. home com- 
puters, mobile telephones), appearance (e.g. the robotic factory, the electronic 
office), and lifestyle (e.g. unemployment and leisure). As important these may 
seem for the life of individual citizens, they do not contain the elements of a 
basic social restructuring. 


The expectations of ‘‘computopia’’ are based on the deceptive foundations 
of a technological determinism that has its origins in the thinking of 17th 
century philosopher Francis Bacon. Bacon promoted the idea that the control 
of nature (technological innovation) contributes to a qualitative improvement 
of human life. This determinist notion implies that technological progress is in 
itself positive and should be adopted by society as historically inevitable. 


The problem is that society’s uncritical adaptation to technological 
developments may be profitable to the initiators and managers of such 
developments, but it does not hold any guarantee for social improvement. On 
the contrary, precisely because technological innovation stems mainly from the 
powerful sectors of society (the military, the large industrial corporations), it is 
likely to reinforce existing forms of control and inequality. 
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When all the propaganda and sales talk for the Information Age is stripped 
away, there remains the sober observation that the next decades will witness a 
pervasive, all-encompassing utilization of information techniques. To expect 
that this will terminate the ‘‘zero sum society’’ however, is illusory and 
deceptive. 


1. THE INTERNATIONAL COMBATIVE ORDER 


Today’s international system can best be described as ‘‘combative’’. Its 
actors are constantly engaged in a competitive struggle to gain advantage over 
others, be it economically, politically, culturally or militarily. Information 
techniques are primarily designed and developed to serve such competitive pur- 
suits. Their application is likely to reinforce the ‘‘combative’’ system rather 
than radically change it to a ‘‘cooperative’’ system. 


The primary driving force behind the innovation and utilization of infor- 
mation techniques for combative purposes is the military. Military operations 
are increasingly characterized by informatization. This is rapidly leading 
towards a situation in which international combat becomes extremely difficult 
to control. In the past decades, many United Nations resolutions have express- 
ed the expectation that the increase of the world’s information facilities and 
traffic would contribute to peace and international understanding, i.e. to the 
creation of a cooperative system. However, combative interests prevailed, and 
as a consequence the advances in information technology and international 
security have become inversely related : the more our reliance on information 
technology, the less secure the world becomes. Military informatization raises 
the serious question whether we can survive the Information Age. 


2. MILITARY RELIANCE ON INFORMATION TECHNOLOGY 


In the popular mind, military combat may still be largely identified with 
guns and bullets. In reality, military activities consist primarily of the collect- 
ing, transporting and processing of information. Virtually all modern weapons 
systems are based on the deployment of advanced information processing 
systems. International arms control is intrinsically tied up with sophisticated 
information transport systems. 


Military operations are increasingly dependent upon innovations in infor- 
mation technology and the producers of this technology are to a large extent 
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dependent upon military contracts. Information technology is essential for the 
military in a number of fields. 


a) The optimization of weapons systems performance: It is of evident 
importance to military operations that weapons are capable of precise and 
rapid targeting as well as avoidance of being targeted and hit by enemy 
weapons. Moreover, it is vital that weapons distinguish between targets of the 
enemy and those of their own party. Such demands on weapons systems are in- 
creasingly met by the convergence of weapons technology and electronics 
technology. The miniaturization of computer applications has made it possible 
to integrate search, guidance and firing equipment within ‘‘smart’’ weapons. 
Advances in information technology have made it possible to provide weapons 
after launching with information that would correct their trajectories. Elec- 
tronics also provides means to camouflage electronic transmissions, to keep 
sound levels low and to mislead surveillance equipment. Identification codes 
and transmission equipment for ultra high frequencies enables the instan- 
taneous distinctions necessary to avoid hitting the wrong party. 


b) The upgrading of systems for observation and detection : Crucial in 
military operations is the capacity to collect data on the strength and movement 
of the enemy’s forces. With the increased velocity of weapons, it becomes more 
urgent to operate sophisticated spying systems that give timely warning about 
impending danger. Information technology produces the components for 
communication networks that can detect an attack, assess its nature and im- 
pact, and determine an adequate response. Complex systems which combine 
short-wave infrared sensors, radar equipment and computers are used to pro- 
vide strategic warning (an imminent attack), tactical warning (an attack under- 
way) and impact assessment (after the attack). 


c) The expansion of the electronic battlefield : It has been the dream of 
military leaders to remove human beings from the battlefield and conduct war 
with robots. The Vietnam war demonstrated the first application of an elec- 
tronic battlefield with the so-called ‘‘McNamara line’’. This was an electronic 
fence separating North and South Vietnam through a chain of sensors that 
could instruct mines to explode when people or vehicles passed. In recent years, 
innovations in the field of artificial intelligence (particularly in speech recogni- 
tion) have moved the ‘‘war of robots’’ increasingly within the realm of realistic 
possibilities. At any rate, the human factor is ever less directly involved. Much 
of contemporary warfare resembles the computer-steered videogame. In 
military training, battlefield conditions are realistically simulated in three 
dimensions on video screens. In actual combat, fighter pilots track and shoot 
enemy aircraft out of sight on radar screens. 
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d) The improvement of command, control and communication systems : 
These so-called ‘‘C3 systems’’ are the very basis of all military activities. 
Modern warfare would be unthinkable without direct, rapid, safe and reliable 
communications between central command posts and field commanders, In 
the age of nuclear weapons, all military doctrines are implicitly based on 
assumptions with regard to the C3 systems. In case of an attack, it is expected 
that timely warning can be communicated to the national leadership that in 
turn can communicate orders to field forces for appropriate retaliation. This 
also assumes that even in the case of considerable destruction, it is possible to 
assess the extent of damage and to continue communicating. The notion of a 
limited nuclear war, for instance, is strongly dependent on the expectation that 
in a situation of nuclear confrontation the C3 system remains operational as 
the essential condition for the eventual containment of the conflict. 


To illustrate this, the control, command and communication system of the 
USA provides direct communication links between the chiefs of staff (in- 
cluding the President) and the armed forces through a central communications 
post in the Pentagon and two alternative posts, one of which is airborne. The 
system employs over 90,000 people and has maintenance costs amounting to an 
annual 3,000 million dollars. 


3. MILITARY-INDUSTRIAL INTERLOCKS 


All the above make it understandable that the military leadership has a 
more than passing interest in the type of information technology which is to be 
developed. In most of the recent communication innovations, military inputs 
have played an important role. One can observe this in the development of the 
electronic computer, the integrated circuit, radar, lasers, computer software 
(the language COBOL), the integration of optical and electronic systems (for 
the development of an extremely rapid operating computer using light instead 
of electrons), and the so-called ‘‘superchip’’. Regarding the latter : in 1984 the 
US Defense Department paid 170.2 million dollars to IBM, TRC and 
Honeywell for the development (by 1989) of a chip of 0.5 micron size for 
deployment in weapons systems. 


In some cases the military take the initiative and propose to industry the 
development of a specific technique. In other cases, research already under way 
is subsidized through considerable funding in order to reduce the time span 
between commercial availability and military application. This has led to a 
mutual dependency between the military leadership and large contractors for 
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military projects. Among the latter are several of the leading international in- 
formation industries. 


In fiscal 1982, the US Ministry of Defense spent a total of 125,000 million 
dollars on civilian contracts for military products. Some 14,000 million dollars 
were allocated for electronics and communication systems. An amount of ap- 
proximately 14,000 million dollars was spent in 1982 on research and develop- 
ment. Out of this expenditure, 2,800 million dollars were utilized for electronics 
and communication systems. 


The largest defense contractors from the US information industry are listed 
in Table 1 and Table 2. Among the 100 largest US defense contractors (pro- 
viding over two thirds of all military equipment), the information industries 
account for over 30% of the contracts. Out of the total number of defense con- 
tracts for research and development, the information industries account for 
50%. 


Among the 86 transnational information industries that control most of 
the world’s information production and distribution, at least 30 have close 
links with military interests. They are among the largest contractors for both 
equipment and research (see Table 3). 
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TABLE 1 


The 25 US information corporations with the largest defense contract for 
military equipment, 1982. 


CORPORATION DEFENSE CONTRACT % OF 
IN $ 000.000 REVENUES 


Mc Donnell Douglas 
General Electric 
Lockheed 

Boeing Co 

Hughes Aircraft 
Rockwell 
Westinghouse 
Litton Industries 
Honeywell Inc. 
I.B.M. 

Sperry Corp. 
R.C.A. 

T.RW. 

Texas Instruments 
AT. & T. 

GT. & E. 

Singer 

EEE. 

LT. & T. 

North American Philips 
Motorola Inc. 
Burroughs 

Control Data Corp. 
Hewlett Packard 
Transamerica 





Source : US Department of Defense/ Fortune. 
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TABLE 2 


Information corporations totalling 50% of defense contracts for Research and 
Development in the USA, 1982. 


CORPORATION CONTRACT IN $ 000.000 


Rockwell 

Boeing 
McDonnell Douglas 
Hughes Aircraft 
T.RW. 

General Electric 
Lockheed 
Westinghouse 
Honeywell 

I.B.M. 

Sperry Corp. 

GT. & E. 

R.C.A, 

LT. & T. 

Texas Instruments 
Litton 

Singer 

Motorola Inc. 


Totals : 





Source : US Department of Defense 
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TABLE 3 


Top corporations in the international information industry with strong direct 
military connections. 


CORPORATION COUNTRY 


Mc Donnell Douglas U.S.A. 
General Electric U.S.A. 
Lockheed U.S.A. 
Rockwell U.S.A. 
Litton U.S.A. 
Honeywell U.S.A. 
I.B.M. U.S.A. 
Sperry Corp. U.S.A. 
R.C.A. U.S.A. 
T.RW. U.S.A. 
AT. & T. U.S.A. 
GT. & E. U.S.A. 
Singer U.S.A. 
LIV. U.S.A. 
LT. & T. U.S.A. 
Burroughs U.S.A. 
Transamerica U.S.A. 
Control Data Corp. US.A. 
Philips Netherlands 
Siemens Fed. Republic of Germany 
AEG/ Telefunken Fed. Republic of Germany 
Ericsson Sweden 
E.M.I. U.K. 
Plessey : U.K. 
PCL. U.K. 
Decca U.K. 
ClII-Honeywell Bull France 
Thomson-CSF France 
Hachette/Matra France 
Texas Instruments U.S.A. 





The ranking of the corporations follows the order of their revenues figures. 
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These military purchaser — industrial supplier interlocks have a number of 
consequences. Among them : 


— The choice of techniques to be developed is largely defined by military in- 
terests. The research and development effort needed for technological in- 
novation is highly capital-intensive and makes the industrial manufacturers 
of technical products largely dependent upon external funding. The 
military have been very generous in providing such funds, evidently with an 
indication of the type of equipment they need. During the First World War 
the US military needed transmitters, receivers and detectors. The electronics 
industry provided them and consequently boomed as a result of large 
defense contracts. 


— The funding of research and development through selected industrial cor- 
porations strengthens the degree of industrial concentration. The availa- 
bility of funds to a limited number of large firms creates an important 
advantage for these companies over other contenders on the market. As a 
result, markets are increasingly dominated by ever fewer firms. 


— The invention of useful civilian ‘‘spin-offs’’ from military research and 
development (for example ceramic ovenware resulting from space research) 
usually fulfills the function of partial legitimation of excessive defense 
spending. The fact that all such spin-offs could have been developed at far 
less expense without military research is conveniently ignored. 


4. PSYCHOLOGICAL WARFARE 


Easily recognizable is the military-information interlock in the areas of dis- 
information and propaganda. These are intrinsic elements of the psychological 
dimension of military operations. 


a) Disinformation : The technique of disinformation employs the fabrica- 
tion and distortion of information for the purpose of legitimizing one’s own 
operations, de-legitimizing the enemy’s operations and misleading the enemy. 
Disinformation can be directed at domestic and/or foreign audiences. 


The US Central Intelligence Agency (CIA) is known to have been active in 
the field of disinformation for many years. Some sources have estimated that 
the CIA may be spending an annual amount exceeding 1,000 million dollars for 
such activities. The CIA has used journalists for various intelligence opera- 
tions, mainly reportorial in nature. This was revealed in 1977 by Carl Bernstein 
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in an article in Rolling Stone and by a series in the New York Times by John M. 
Crewdson. As the New York Times commented, ‘‘Since the closing days of 
World War II, more than 30 and perhaps as many as 100 American journalists 
employed by a score of American news organisations have worked as salaried 
intelligence operatives while performing their reportorial duties?’ 


In October 1977, the Associated Press Managing Editors Association con- 
demned the CIA use of journalists and called upon the Agency to provide 
public assurance that it had stopped such practices. In December 1977, the CIA 
promised not to enter into clandestine relationships with journalists. In 1980 
however, CIA director Admiral Stansfield Turner disclosed that since 1977 he 
had personally approved of the use of journalists for secret intelligence work in 
three separate cases. At the convention of the American Society of Newspaper 
Editors in April 1980 he stated that no journalists were at the time actively 
employed or paid by the CIA, but if a situation presented itself in which he felt 
such a practice was justified, he would not hesitate recruiting journalists. 


Apart from this direct use of journalists as ‘‘spooks’’, the Agency has over 
the years owned, subsidized and influenced a host of newspapers, news agen- 
cies and other media. It is not possible to determine precisely the extent of this 
operation, let alone to assess how successful it may have been. It can be 
established, however, that since the early 1950s the CIA has owned or subsidiz- 
ed over 50 newspapers, news services, radio stations and periodicals, both in the 
USA and abroad. In addition, some 12 non-US news organisations have been 
infiltrated by paid CIA agents and more than 10 large publishing houses have 
published over 250 books financed or produced by the CIA. In the 1960s, for 
instance, publisher Praeger brought some 16 CIA-financed books on the 
market. The Agency also supported such communist periodicals as The Daily 
Worker. At least 12 CIA officers worked as full-time reporters with American 
news media, where they planted fabricated stories or distorted true stories. 
Such stories were regularly picked up by the Associated Press and UPI wire ser- 
vices which spread them globally. , 


An important part of what was proclaimed to be Nikita Khrushchev’s 
secret speech to the 20th Communist Party Congress in 1956, when it was 
published in Western news media, was manufactured by CIA experts. In the 
1950s, the CIA planted a bogus story about Chinese troops on their way to aid 
the Vietnamese communists in their battle with the French. In the 1960s, the 
CIA provided false information on the strength of North Vietnamese forces 
and on the rate of their infiltration into South Vietnam. From 1970 until the 
brutal end of his regime in 1973, Chile’s democratically elected president 
Salvador Allende was the victim of CIA-planted stories in even such prestigious 
newspapers as the New York Times and the Washington Post. 
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The news media play an important role in the field of disinformation 
through the uncritical acceptance of information provided to them. On impor- 
tant occasions, the media have a willingness to trust sources such as the 
Pentagon too easily, for example in the case of comparisons of the relative 
military strengths of the USA and the Soviet Union. The media have often too 
quickly adopted military notions such as ‘‘winnable, limited nuclear war’’, and 
have copied such mystifications as those proposed by military strategists on the 
precision of military missiles. 


A lack of critical analysis may reinforce the position of those calling for in- 
creases In arms expenditures. This was quite explicit at the time of the Iran 
hostage crisis and the Soviet occupation of Afghanistan. Practically all US 
media responded to this with references to the relative weakness of USA vis-a- 
vis Soviet weapons production, the incapacity of the USA to deter the Soviet 
Union and the need to spend more on armament. Time magazine, for example, 
commented in October 1979 : ‘‘The Pentagon wants more and it has a strong 
case’’. In 1980 and 1981, prominent US newspapers like the Washington Post 
and the New York Times carried articles on the possibility of limited nuclear 
war, without seriously raising the question as to what exactly ‘‘winning’’ sucha 
war would mean. 


The development of such new weapons as the MX missile is partly 
motivated by their assumed precision. The computerized guidance system of 
this missile is supposed to reduce the circular error probable (CEP) to 90 
meters. This means that the distance from the target within which the warhead 
will explode is in 50% of the cases less than 100 meters. Precision has a deter- 
rence effect, since it makes possible the destruction of the opponent’s storage 
of nuclear missiles in one strike. Since these are relatively small targets, a high 
degree of precision is essential. The belief in this precision can reinforce the 
thought that a limited nuclear war is a possibility : only military targets would 
be hit and civilian casualties would be minimal. 


But precision, as far as nuclear missiles is concerned, is a fiction. Precision 
is calculated as a ‘‘probability’’. In ordinary language this means that in 50% 
of the cases the warhead explodes outside the vicinity of the target. Moreover, 
calculations for precision are based on test flights which have a flight path 
which is quite different from a real attack. During testing, missiles fly an east- 
west path, whereas in actual combat between the USA and the USSR, they 
would fly north-south. On this route they would fly over the Borealis region of 
the North Pole, where different weather conditions, magnetic fields and gravity 
pressures could have unforeseen effects on the missile’s flight direction. 
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Already in 1974, the then US Secretary of Defense James Schlesinger told a 
Senate Foreign Relations Committee : ‘‘I believe there is some misunder- 
standing about the degree of reliability and accuracy of missiles... It is im- 
possible for either side to acquire the degree of accuracy that would give them a 
high-confidence first strike because we will not know what the actual accuracy 
will be like in a real-world context’’. 


Mass media also have a tendency to employ the military idiom that tends to 
obscure reality. With respect to nuclear weaponry, an Orwellian-type of 
‘‘newspeak’’ is developing that has appropriately been termed ‘‘nukespeak’”’. 
Nukespeak uses as its favourite word the notion of ‘‘peaceful’’. Nuclear 
technology is referred to as ‘‘peaceful’’ and the MX missile is called a ‘‘peace 
maker’’. The language of nuclear strategists is crowded with such innocent ex- 
pressions as ‘‘theater weapons’’, ‘‘nuclear exchange’’, ‘‘splendid first strike’’, 
‘‘limited war’’. Weapons, however aggressive in design, are termed ‘‘defen- 
sive’’, several millions of civilians killed in a nuclear attack are refered to as 
‘‘collateral damage’’ and the escalation of the arms race is dressed up as 
‘‘modernization’’. Even the names given to nuclear bombs are examples of 
Nukespeak. The bombs that devastated Hiroshima and Nagasaki carried the 
innocent-sounding names of ‘‘Little Boy’’ and ‘‘Fat Man’’. The prize for the 
best recent illustration of such use of language should be awarded to the adver- 
tisement for the British Army with the invitation to ‘‘Join the Peace Move- 
ment’’. 


In the nuclear age, even the notion of ‘‘arms’’ is misleading, since it suggests 
an association with swords and guns. It would be more adequate to call them, 
as Hannes Alfven has proposed, ‘‘annihilators’’. 


The various techniques applied in the field of disinformation create a 
serious problem in international relations. They play a part in shaping the 
perceptions parties hold of their adversaries: The more speculative and im- 
perfect these perceptions are, the greater the risks of misunderstandings. Ex- 
pectations about the behaviour of other parties in a conflictive and ambiguous 
situation can lead to disastrous crises if they are based on disinformation. 


b) Propaganda: A particular approach to propaganda that has only emerged 
in the second half of this century is a form called ‘‘public diplomacy’’. This im- 
plies a shift from the previously closed diplomatic exchanges to the deliberate 
use of public media, such as television, in the execution of foreign policy. The 
characteristics of public diplomacy are that the primary audience is the 
diplomat’s own constituency through which the opponent is addressed, and 
consequently the content of communication is a vigorous attack on the 
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essential legitimacy of the opponent’s position. This transforms public 
diplomacy into a form of aggressive propaganda. 


Since in the nuclear age international combat can hardly be fought militari- 
ly, at least between nuclear states, the arena moves from armed conflict via 
diplomatic negotiations towards propaganda and counter-propaganda. The 
United States and the Soviet Union are engaged in a propaganda war. 


On 28 May 1980, James Wright, Republican spokesman in the US House of 
Representatives, stated that ‘‘the USA cannot risk losing the battle for minds in 
all countries of the world’’. This ‘‘battle for minds’’ is indeed supported by the 
US government with impressive resources, but equally important are the con- 
tributions made by private initiatives and the mass media. The Committee on 
the Present Danger (established in 1976), for example, conducts propaganda 
against treaties on the reduction of nuclear arms and gives special emphasis to 
the alleged Soviet desire to conquere the world. 


Among the distinguished members of this Committee are Jeane 
Kirkpatrick, Paul Nitze, George Schultz, and William Casey. In 1978, the Com- 
mittee, together with the American Conservative Union and the Coalition for 
Peace through Strength, spent US$ 200,000 to broadcast a film on ‘‘Russian 
power and American myth’’ via 200 television stations as part of a campaign 
against ratification of the SALT 2 agreement. 


In 1982, the Centre for Strategic and International Studies at the University 
of Georgetown, Washington, hosted a Reader’s Digest-sponsored meeting, 
during which an increase in psychological warfare was recommended. Among 
the participants were Jeane Kirkpatrick, Henry Kissinger, and Zbigniew 
Brezinski. 


A special contribution to the propaganda war is also provided by the US 
President Ronald Reagan. Illustrative is his reference to the Soviet Union as 
‘*the focus of evil in the modern world’’ in his speech to a meeting of 
evangelical Christians, March 1983, in Orlando. This speech, meant for a 
domestic audience, has certainly not failed to heighten Soviet insecurities 
about their adversary. 


The Soviet Union is just as heavily engaged in propaganda, particularly 
since 1975. According to the Soviet government, this became necessary when 
Western countries began using extensive propaganda against the Soviet Union 
after the signing of the Helsinki Final Act. The Soviet authorities call their 
activities an ‘‘offensive in counter-propaganda’’. 
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This offensive uses among its weapons political cartoons in the newspapers 
Pravda and Izvestia, arguing that the Western press is an instrument of ag- 
gressive NATO strategists, that Western journalists are allies of the CIA, that 
they maintain the myth of a Soviet threat and that the political programme of 
US President Ronald Reagan is full of deceit, violence and bribery. One of the 
key official spokesmen in this counter-propaganda was the late Soviet Defense 
Minister Marshall Dimitri Ustinov. He stated repeatedly that all activities of 
the United States are geared towards the establishment of superiority vis-a-vis 
the Soviet Union and that American politics are dangerous and deceptive. 
Moreover, he pointed out rather emphatically that the imperialist powers will 
have to be aware that in case they prepare for nuclear war they cannot evade a 
crushing pre-emptive strike by very alert Soviet forces. 


With regard to the shift from armed conflict to propaganda, one could 
quote Bismarck, who said, ‘‘Auf Zeitungs-Artikel hin fiihrt kein Mensch 
Krieg’’ (No one wages a war on the basis of newspaper articles). In today’s 
international propaganda, however, one finds three key elements with strong 
destabilizing potential : 


— emphasis on the need to achieve military superiority; 
— distrust of the opponent as fundamentally unreliable; 


— reference to the continuous threat that results from the opponent’s prepara- 
tion for a first strike. 


These create a climate of insecurity and suspicion that easily leads to mis- 
interpretation of signals. In this context, the theorem of sociologist W.I. 
Thomas is important : ‘‘If men define situations as real, they are real in their 
consequence’’. In the international ‘‘battle for minds’’ the present world situa- 
tion is defined as one of substantial confrontation and potential crisis. 


This is illustrated in a statement by a TASS military commentator after 
negotiations broke down in Geneva in November 1983 : ‘‘Military confronta- 
tion has now substantially increased?’ And on 20 May 1984, Soviet Minister 
Ustinov warned that US targets can now be reached from Soviet submarines off 
the US coasts within 8 minutes. 


In the nuclear age, the consequences of such posturing can be disastrous in- 
deed. As O. Spengler observed in Der Untergang des Abendlandes, the pro- 
paganda battle can turn out to be not just the continuation of war with dif- 
ferent means. It can also be the preparation of the next war. The shift from the 
military battlefield to the battle for minds creates a new arena of international 
conflict that is at the same time an improvement and a serious danger. 
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The development of public forms of international diplomacy evidently 
meets vital democratic requirements. In the combative international system, 
however, public communication is structured in such a way that international 
political communications adopt the format and tone of aggressive pro- 
paganda. This has a potentially powerful destabilizing impact on international 
relations. The contradiction is that the battle for minds may well be a substitute 
for hot war, but at the same time it serves as a preparation of those minds for the 
next real war. 


5. INTELLIGENCE GATHERING 


a) Spying : The gathering of intelligence on external as well as on domestic 
enemies is an important part of military activities. Illustrative for spying on the 
enemy at home are infamous operations such as Continental US Intelligence 
(CONUS) and Central Intelligence Agency (CIA) activities such as the 
‘‘CHAOS programme’’ that began in 1967 to try to determine whether anti-war 
militancy was being financed by foreign countries. It intensified in 1969, when 
the operational priority of the programme was seen as ranking equally with 
gathering data on the Soviet Union and China. In 1975 the New York Times ex- 
posed these CIA activities and disclosed that active files were held on some 
10,000 US citizens and data on 300,000 others. Apparently sensitive informa- 
tion had been collected even on such persons as Robert Kennedy and Martin 
Luther King Jr. 


A US Senate investigation of 1975, chaired by the late Frank Church, reveal- 
ed that under responsibility of the National Security Agency some 1,200 
American citizens suspected of dubious political activities had been bugged in 
the 1967-1973 period and in the period between 1952 and 1975 some 75,000 files 
on suspected US citizens had been established. Moreover, in that same period 
there had been a continuous surveillance of telegraphic traffic between the 
United States and abroad. 


The interception and registration of international information flows is 
obviously considered to be a relevant intelligence task. In Menwith Hill, UK, 
for example, the American National Security Agency has established the 
largest listening post in the world. Employing a staff of 800 people, all trans- 
oceanic telephone and telex traffic from and into Eastern Europe is monitored. 


International spying takes a number of different forms. NATO listening 
posts in Turkey, for instance, monitor all radio broadcasts by the Soviet armed 
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forces (in Sinope), collect seismographic data on subterranean nuclear explo- 
sions (in Belbasi), or monitor the movements of Soviet satellites through radar 
(in Diyarbakir). 


Spying also takes place through observations from space. Both the USA 
and the USSR operate a series of spy satellites through which data can be 
remotely sensed about such diverse objects as the movement of troops, the 
launching of rockets, the building of launch bases or the next grain harvest. At 
present the USA employs the IMEWS and Keyhole 11 satellites to collect precise 
imagery of Soviet territory. The IMEWS-type satellites have observed some 400 
Soviet tests of strategic and tactical missiles. 


In January 1985 a new type of ‘‘eavesdropping’’ satellite was put into 
orbital position through the Space Shuttle. This military application of the 
Shuttle was originally supposed to remain a secret, but was leaked to the press 
and as TASS commented, the Shuttle programme had now assumed ‘‘an open 
military nature’’. 


The SIGINT satellite was the first of a new generation of spy satellites that 
functions in a geosynchronous orbit (some 22,000 miles above the equator) and 
has the capacity to monitor a broad range of Soviet electronic transmissions 
such as the communication links between Moscow and Soviet military bases. In 
1986 the US plans to launch the Teal Ruby satellite which will employ millions 
of infrared sensors, each of which focuses all the time on one specific point 
through a telescopic lense. They will note and report each minute change and its 
direction immediately. Also in preparation is a new generation of Keyhole 
satellites (the KH 12) with IKON (improved key hole photo reconnaissance). 


Responding to the various US advances in the field of satellite spying, the 
Soviet Union since 1984 employs its ‘‘listening’’ satellite the Kosmos 1603. 


b) Warning systems : The gathering of intelligence on the opponent has 
become more important in recent years than in any earlier period. The destruc- 
tive power and the velocity of nuclear weapons have created the necessity to 
develop vertically integrated organizations in which nuclear forces and warning 
systems could be linked together. This linkage was the logical consequence of 
the fact that in any nuclear policy the key element is early warning. The need to 
get timely information about a pending nuclear attack by the opponent is 
absolutely essential. This implies the development of a comprehensive network 
of channels through which information can be collected and processed. Such a. 
continuous supply of information is meaningful only if there is an organization 
that can at all times respond to the information in an alert way. 
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In 1953, the North American Aerospace Defense Command (NORAD) 
began to design such an organization. By the end of the 1970s, both the USA 
and the Soviet Union had fully implemented vertically integrated warning and 
weapons systems that can be readied for warfare in a matter of minutes. 


The current communication systems for military intelligence and early 
warning are of an impressive scope and capacity. Developments in computer 
technology have enabled both the USA and the USSR to collect and process 
millions of signals. It has become possible for the Soviet Union to monitor, 
record and identify thousands of private telephone conversations in the USA 
and for the United States to collect such seemingly trivial information as laun- 
dry lists of Soviet submarine crews. The development of satellite technology 
has made a spatial resolution capacity possible that helps to identify objects of 
30 centimeters diameter from an altitude of some 250 kilometers. 


It is evident that this capacity to collect ever more pieces of information 
significantly increases the warning value of the intelligence system. The 
collection of a myriad of small details also increases the possibility of false 
interpretations of ambiguous signals and the combination of isolated signals 
into a threatening pattern. Such a combination may lead to a situation of 
higher alert which consequently will trigger a response by the opponent and 
this action-reaction chain can spiral into a crisis situation. 


c) Vulnerability : A special problem is posed by the strong degree of 
vulnerability of intelligence gathering and warning systems. A well-known 
illustration is the so-called Electromagnetic Pulse (EMP) that results from a 
nuclear explosion and that has a destructive effect on electronic equipment. 
EMP was first recognized in 1962 when the USA exploded a hydrogen bomb 
248 miles above the Pacific Ocean, at which precise moment the street lights 
went out in Hawaii, 800 miles away. The explosion of a small nuclear bomb at 
an altitude of some 375 kilometers would cause a disruption of electronic 
systems within a range of 2,000 kilometers. It can easily be imagined how this 
could lead to a separation of military headquarters and field forces (decapita- 
tion) which would render an international conflict practically uncontrollable. 


Equally important is the possibility that the vulnerable ground stations that 
are central to satellite communications would be destroyed by enemy attack. 
Ten such stations are critical to most of Western military communications. 


Another example is offered by the 25 public telephone switching centres 


that take care of a large part of North American military communications. 
These stations are the likely targets of Soviet submarines stationed close to 
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American coasts. As a matter of fact, most missile warning systems depend on 
commercial telephone lines. For data to reaach NORAD from satellite-based 
sensors, they need to go through a satellite receiving station in Australia, via 
oceanic cable (vulnerable to malfunction and destruction) to a telephone 
switch in Sunnyvale, California (located 18 kilometers from a major earth- 
quake fault), and then through public telephone lines to NORAD. 


Intelligence and warning systems can also be ‘‘jammed’’. The US spy 
satellites (the Keyhole 11 satellites for example) find their signals occasionally 
jammed when they travel over Soviet territory. A form of laser beam inter- 
ference from the Soviet base at Saryshagan is the likely cause. 


The communication systems that constitute the core of the international 
nuclear conflict offer a confrontation with almost irresolvable contradictions : 


a) The better protected warning systems are against responses to ambiguous 
signals, the lower is their protection against surprise attacks. In order to 
avoid errors, it is necessary to erect obstacles against too hasty a launching 
of missiles, even if the electronic systems warn of imminent danger. 
However, the safer the operation becomes, the less it is prepared to act in 
case of a real and unexpected attack. 


b) With an increasing volume of data, the potential for early warning grows 
significantly. At the same time, however, the chances of false interpretations 
increase, due to the great number of combinations that can be constructed 
among data that are in fact totally unrelated. 


c) If command, control and communication systems are made less vulnerable, 
they become more complex and as such more fallible. Complex systems 
seldom function exactly as they should and it is precisely their complexity 
that renders the tracing and repairing of. mistakes difficult and time- 
consuming. In complex systems, the Law of Murphy is applicable which 
says, ‘‘If anything can go wrong, it will’’. As a result of a diversity of factors 
that are not very well understood by the experts, complex systems fail fre- 
quently. The following may serve as illustrations : 

— transoceanic datacommunications traffic malfunctions one full hour 
every 24 hours; 

— small technical disturbances can produce false alarms in warning 
systems. In 1979 NORAD registered 1,500 such false alarms; 

— the sensors that operate in satellites have repeatedly turned out to be | 
unreliable. They are often unable to distinguish between a nuclear explo- 
sion and natural atmospheric disturbances; 
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— tests with the worldwide communications network of the US forces 
(WIMICS) have shown that only 36% of the signals in the network reach 
their destination. 


d) If communication links between headquarters and field forces increase, the 
latter become more vulnerable (their location can be detected more easily). 
If on the other hand communication linkages are decreased, a delegation of 
responsibilities becomes inevitable and conflict becomes more difficult to 
control and contain. A case in point are submarines. Since submarines carry 
a considerable portion of nuclear potential, it may be necessary to com- 
municate with them for retaliatory action in case of an enemy attack. But 
exactly because of their retaliatory power, the submarines need to remain 
hidden as long as possible. Due to the opacity of water to most electro- 
magnetic radiation (except for extra and very low frequency radio waves), it 
is necessary to communicate with submarines through broadcasts from so- 
called TACAMO planes. This airborne relay system uses VLF antennas 
trailing from its tail. The submarines also need to trail such an antenna. This 
procedure however seriously limits its depth and speed, thus making it more 
vulnerable to detection and targeting. 


6. MILITARIZATION OF OUTER SPACE 


From the beginning of the ‘‘space age’ both the USA and the Soviet Union 
have proposed that space should be used exclusively for ‘‘peaceful purposes’’. 
Various American presidents, among them Eisenhower, Kennedy and Johnson 
have stated this. The Soviet leadership, among them Khrushchev and Bulganin, 
also clearly expressed support for this aim. 


The problem in the space debate has been the definition of what constitutes 
‘*neaceful’’ versus ‘‘aggressive’’ use. Some hold the opinion that all military 
operations are by definition non-peaceful. For them, even reconnaissance by 
military satellite for arms verification purposes is not permitted. Other posi- 
tions claim that all defensive operations, such as arms control through space 
objects, are peaceful. Otherwise, they argue, even civilian remote sensing, 
which could be used militarily, would have to be outlawed. 


Whatever the political positions and interpretations may propose, since the 
early 1960s space has increasingly become the arena of military activities. Of all 
satellites launched in the past decades, over 75% are intended for military pur- 
poses (see for an overview Tables 4 and 5). Military satellites carry out critical 
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reconnaissance, warning and communications functions. Between 1958 and 
1978, the US government spent over 50,000 million dollars on military space 
projects. In 1981, the annual expenditure for such projects totalled US$ 7,000 
million (see Table 6). 


TABLE 4 


Operational Military Satellite Systems. 


SATELLITE SYSTEM COUNTRY SINCE 


AF SATCOM .-- Air Force 
Satellite Communications System 


DSCS - Defense Satellite 
Communications System 


FLTSATCOM £- Fleet Satellite 
Communications System 


NATO - Communications 
Satellite Project NATO countries 


U.K. SDCN - Skynet Defense 
Communications Network 


U.S.S.R. COSMOS Military 
Satellite Network Soviet Union 


U.S.S.R. Gals - Military 
Satellite Network Soviet Union 
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TABLE 5 


Types of military satellites (1981). 


COUNTRY 


Photosatellites for detection U.S.A. 
Soviet Union 
China 


Electronic satellites for exploration U.S.A. 
Soviet Union 


Satellites for early warning U.S.A. 
Soviet Union 


Satellites for ocean-monitoring U.S.A. 
Soviet Union 


Navigation satellites U.S.A. 
Soviet Union 


Communication satellites U.S.A. 
Soviet Union 
NATO 
U.K. 
France 





Source : Bh. Jasani (ed), Outer Space — A new dimension of the arms race, London, 1982. 
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TABLE 6 


Expenditures for military space projects, U.S.A., 1981. 


PROJECT EXPENDITURE IN 
$ 000.000 


Navigation satellites 
Communicatin satellites 
Warning satellites 
Geodetic satellites 


Meteorological satellites 
Development space vehicles 
Earth stations 

Research space programme 
Administration space programme 
Espionage satellites 





Totals : 7.4 billion dollars 


Source : The Defense Monitor, Center for Defense Information. 


Most space projects are ‘‘passive’’ systems meant for replacement of more 
conventional observation and communication systems. In warning systems, 
the sensors on board the satellites would observe the enemy’s attack and send 
the information to computer systems that are linked to the launching bases of 
intercontinental missiles. Launching of enemy missiles is observed by detecting 
the heat radiated by the firing of the rockets. 


These satellites are crucial targets in case a nuclear power considers a first 
strike. In order to attack the passive satellite, active systems are now being 
developed, the so-called ‘‘killer satellites’’ or anti-satellite weapons (ASAT) 
that incapacitate the enemy’s satellites. Development and testing of ASATs 
began in 1967 by the USSR. During the 1970s, the Soviet Union tested its anti- 
satellite satellites against targets in space. In the late 1970s and early 1980s, the 
USA embarked on its ASAT programme in order to overcome the Soviet lead. 


At the 1983 session of the Conference on Disarmament, the Soviet represen- 
tative stated that the USSR would not be the first to use an ASAT and his 
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delegation proposed unilateral moratorium on ASAT launches as long as other 
states would also refrain. In January 1984, the USA launched a new type of 
ASAT into space, prompting Pravda to comment, ‘‘Now that a massive pro- 
gramme to develop anti-rocket space weapons has been undertaken on the 
President’s own instructions, the chance of reaching agreement are lessened 
even more?’ On 19 May 1985, President Chernenko of the USSR called for a 
ban on all space weapons and accused the USA of rendering space ‘‘into an 
arena of aggression and war’’. 


The initial lead of the Soviet Union in ASAT technology has been overtaken 
by the USA. The Soviet ASAT is launched into orbit by a land-based rocket, is 
capable of destroying satellites at some 1,000 kilometers altitude, but it has to 
wait until the target is almost overhead. 


The American ASAT is launched from an F-15 jet fighter. This prototype 
air-launched system (PMAL) is in fact a small missile, guided by sophisticated 
microelectronics, which searches and destroys its targets. The US government 
spent US$ 242.8 million on the development of ASATs in 1985. One problem 
with ASATs is that it is technically impossible to verify from the outside 
whether a space object is armed or not. Moreover, the presence of ‘‘killer’’ 
satellites increases the risk of international insecurity. Since satellites can also 
be hit by meteorites or can malfunction, who decides whether a satellite which 
ceases to operate was hit by an ASAT ? In moments of crisis, will there be time 
enough to check ? 


The militarization of space has received generous support from US 
President Ronald Reagan, particularly through his speech of 23 March 1983. In 
this speech the proposal was launched for a space-based ballistic missile 
defense system that would make present nuclear weapons ‘‘impotent and 
obsolete’. As the President dramatically stated, ‘‘What if free people could live 
secure in the knowledge that their security did not rest upon the threat of 
instant US retaliation to deter a Soviet attack, that we could intercept and 
destroy strategic ballistic missiles before they reached our own soil or that of 
our allies ?’’ This ‘‘hope for the future’’ would turn the nuclear doctrine of 
mutually assured destruction (MAD) into mutually assured security. 


Meanwhile a major research effort has begun, somewhat comparable to 
previous large-scale projects, such as the development of the A-bomb (the 
Manhattan project) or the moon landing (the Apollo project). For an initial 5 
years, a budget of some US$ 25,000 million has been presented to carry out 
research into fields such as high energy lasers, charged particle beams, tracking 
and guidance systems, high velocity launchers, and computer systems. 
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To achieve the stated objectives, this defense system would have to be 
capable of intercepting some 2,000 Soviet land-based intercontinental ballistic 
missiles in the so-called ‘‘boost phase’’, i.e. when the engines of the rockets are 
firing. This phase presently lasts some 5 minutes. Following this, the launched 
missiles may each release some 10 separate warheads, thus multiplying the 
targets to some 20,000. The additional complication in this phase is the pro- 
blem of distinguishing the real from the decoy warheads. This phase lasts some 
20 minutes. Then, when the missiles re-enter the atmosphere, there is another 
minute before they explode. Even if they explode at high altitudes, or even if 
only a few missiles reach their targets, the damage will be beyond imagination. 
The Strategic Defense Initiative (or SDI, as this Star War scenario is officially 
called), strongly promoted and supported by the Reagan administration, 
violates the 1972 Anti Ballistic Missile Treaty to which the USA is a signatory. 


The technical feasibility of the intiative is contested. The Congressional Of- 
fice of Technology Assessment concluded in 1984 that ‘‘The prospect that 
emerging ‘Star Wars’ technologies, when further developed, will provide a 
perfect or near-perfect defense system, literally removing from the hands of the 
Soviet Union the ability to do socially mortal damage to the United States with 
nuclear weapons, is so remote that it should not serve as the basis of public ex- 
pectation or national policy about ballistic missile defense’. The Union of 
Concerned Scientists has also claimed the technical impossibility of the pro- 
gecr. 


It is however debatable whether the question of technical viability is the 
heart of the matter. Technological predictions are not very convincing, given 
the fact that they have frequently turned out to be wrong. Very knowledgeable 
scientists have in the past claimed that it would be impossible to mobilize 
atomic energy or to reach the moon. The real question would seem to be 
whether the proposed defense system, even its technical peculiarities, is 
politically desirable or not. 


There may be a variety of political motives behind the Strategic Defense 
Initiative. Is it mere defense ? It could equally well represent a first strike 
scenario. The laser ABM could well be far more adequate for launching a pre- 
emptive strike than for defense. A fully protective screen against an all-out at- 
tack by the opponent is likely to be impossible, but it could function as protec- 
tion against the few remaining missiles the opponent would launch after the 
main nuclear force is destroyed in a first strike. 


An important motive could also be the attempt technologically to end-run 
the Soviets. This has been suggested by the ‘‘High Frontier’’ initiative, a study 
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on ballistic missile defense headed by Lt. General Daniel Graham for the 
Heritage Foundation. In this study, as in the Reagan proposal, there seems to be 
assumption that on the one hand the Soviet Union would not counter this 
defense effort, and on the other that the USA would use this technology only 
defensively. 


Both assumptions totally bypass the political and psychological reality of 
the nuclear situation, in which for both parties it is impossible to refrain from 
competing and gaining a decisive advantage over the other. A crucial political 
problem implied in the technicalities of the system is its inevitable vulnerability. 
The same technologies it employs are excellent tools for short-circuiting the 
system. This vulnerability is highly destabilizing, because it acts as an open in- 
vitation for the weaker party to launch a pre-emptive strike if it feels threatened. 
A critical element in any Star War scenario is that the decision-making capacity 
would have to be left to the technical system. Given the need to make enormous 
volumes of calculations in rapid sequence and process vast quantities of data, 
human choices would inevitably be too slow and automatic control systems 
would therefore be required. This implies a shift from the present launch-on- 
impact strategies to the likelihood of launch-on-warning strategies. These 
would rely on decisions made by machines. The further the time spans between 
launch and impact decrease, the more likely such strategies become. 


At present, in order to destroy missiles in the boost phase, it is necessary to 
detect a launch, to find the missiles, to aim and to fire within 5 minutes. But 
fast-burn rocket boosters are now being developed which will in the future 
decrease this time period to less than 50 seconds. Under these circumstances, 
there would be no alternative than to operate totally automatic interceptions. 
The Strategic Defense Initiative is an important step on this dangerous path. It 
brings the world closer to all the implications of full electronic war, since it fur- 
ther supports the already very strong reliance of military operations on 
electronic intelligence. 


7. THE TECHNOLOGY = SECURITY FALLACY 


a) Computer idolatry : This ‘‘computer faith’? raises a number of very 
serious problems. 


(i) It is not unusual to accept data produced by the computer as final truth and 


not to question their correctness. This happened during the Vietnam war. 
The computers of the US Air Force in Vietnam were programmed such as 
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automatically to change the geographical coordinates of targets hit in Cam- 
bodia into ‘‘legitimate’’ targets in Vietnam. These data were transmitted to 
the Pentagon computer and accepted as correct. Admiral Moorer, the then 
head of US Chiefs of Staff made the comments ‘‘it is unfortunate that we 
were slaves of the damned computer?’ 


(ii) Computers are fallible, unreliable and ill-understood. They operate with in- 
terpretation models that are riddled with errors. Mathematical models that 
are supposed to assist in the assessment of nuclear damage, such as SIDAC 
(single integrated damage assessment capability), are notorious examples 
of inaccuracy. The reliability of computers is furthermore limited by the fact 
that it is impossible to predict precisely how complicated electronic systems 
will operate in unforeseen situations. 


The only reliable testing of computer systems is under operational condi- 
tions. Complicated computer systems seldom, if ever, function correctly the 
first time. They normally need a considerable amount of ‘‘debugging”’ to find 
and correct the inevitable errors in the software. Since defense computers can- 
not be tested in actual war situations, an enormous amount of trust is required 
that the machine will operate as expected. There is no way of knowing in ad- 
vance whether this will indeed be the case. 


Another complication arises from the fact that the programming of very 
complex systems inevitably implies leaving a large margin for surprises, a fact 
that can be extremely dangerous in the operation of nuclear systems. Moreover, 
much of the software in large data processing systems is based not on robust 
mathematical theories, where errors are relatively easy to detect and to redress, 
but on heuristically-developed programmes which involve a large number of 
ad-hoc decisions. Finding errors in such systems is a time-consuming operation 
because even the designers have little understanding of the complex process 
within the machine. 


These factors have led to the establishment in 1982 of an organization of 
-computer experts, Computer Professionals for Social Responsibility, who are 
seriously concerned about the increasing dependence of military warning 
systems upon unreliable computer systems. 


Another element of unreliability is the fact that there can never be a 
guarantee of computer security. Even with the use of the utmost sophistication 
in coding and encryption techniques, computer systems continue to remain. 
open to intrusion and disruption. No system can ultimately be protected 
against computer burglary. 
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In the film ‘‘War Games’’, a teen-age computer hack breaks into the 
NORAD computer system and inadvertently begins the count-down for the 
Third World War. Asked about the probability of such happening, Robert 
Brotzman, Director of the Department of Defense Computer Security Center, 
observed, ‘‘it is not altogether impossible’ (Newsweek, 10 June 1985). It seems 
quite likely that the old-fashioned paper files in the classic vault are more secure 
than the electronic filing cabinet. 


Apart from the theft of data it would also be possible to enter a defense 
computer system and leave a so-called ‘‘virus’’. This is an instruction which is 
buried deep within the software and very difficult to detect. It can alter or 
destroy data at previously determined times. 


b) Accidental war : An important question this raises is evidently whether 
machine failure could lead to accidental nuclear war. Computers can give false 
information, as has already happened in various false alarm situations. So far, 
mistakes have been detected in time, largely because of extensive security 
measures and a redundance of checks and balances built into the nuclear 
systems of both the USA and the Soviet Union. Examples are the two-man rule 
that requires parallel action by two or more individuals at the critical stages of 
the preparation of nuclear weapons use, and the PALs (permissive action 
links), where coded signals are inserted in the weapons to prevent unauthorized 
use. Efforts to by-pass the PALs lead to the disarming of the weapons. 


There are also back-up computer systems in order to reduce dependency on 
only one system. For observation, there are combinations of infra red s sensors in 
satellites and in ground radar installations. 


All such measures are far from satisfactory, however. The ‘‘dual 
phenomenology ’’, i.e. detection by two independent systems, for example, suf- 
fers from the problem that all systems are seldom operative and well- 
functioning at any given time. 


The real problem is not a matter of isolated incidents, but the concurrence 
of factors in unforeseen situations. It is precisely the complex systems which are 
ill-equipped to cope with unpredictable combinations of ambiguous warning 
signals, unreliable sensors and failing communication links. If such combina- 
tions occur in times of crisis, when detection and correction of errors are far 
more difficult, the dangers would be practically insurmountable. 


There is also the possibility that information provided by an observation 
system is convincing and the time for checking very short. This is becoming an 
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increasingly serious problem with the constantly decreasing flight time of 
nuclear missiles. Pershing II missiles have a flying time of approximately 4 
minutes from the Federal Republic of Germany to Moscow. The Soviet com- 
puter systems will need at least 10 minutes to check reliably whether the Soviet 
Union is in fact being attacked or whether there is a failure in the warning 
systems. This obviously puts an enormous pressure on decision-makers. 


Let us consider the following as a possible scenario : Based on machine in- 
formation, the Emergency Code is used by the US commander of NORAD. 
Instantly, some 100 B-52 nuclear bombers, crews for some 1,000 Minuteman 
and Titan missiles, and 2,000 nuclear submarines go into a state of high alert, 
while the Strategic Air Command Boeing 747 takes off and the Presidential 
Jumbo is ready for departure. The Soviet warning system picks up this activity 
and the Kremlin leadership decides to bring its weapon systems into a state of 
acute readiness. This again is observed by the US system and herewith the 
originally inaccurate information might be confirmed. 


To complicate this even further, it is not realistic to expect that in a real crisis 
situation, let alone in a war situation, the vital communication linkages would 
work properly. Even in peace time, the telephone lines between the Pentagon 
and NORAD do not always operate. The hot-line between the leaders of the 
USA and the USSR is in fact only a teleprinter connection. There is no voice or 
image transmission. Recently the line has been upgraded with facsimile 
transmission. The weak points of the connection are its terminals (all in prime 
target areas) and its land lines. Already once the hot-line was out of order 
because a Finnish farmer plowing his field cut the telephone line. The aerial 
command post of the Strategic Air Command, called ‘‘Looking Glass’’ 
depends on long-range, very low frequencies for its communications. The VLF 
antenna is some 5 miles of wire trailing from the plane’s tail. In turbulent 
weather, the antenna regularly breaks. 


c) Destabilizing impact: Innovations in information technology have a 
destabilizing impact on East-West relations. In the conflict between the super- 
powers, the USA has the main innovative capacity, whereas the Soviet Union 
has the capacity to adapt, integrate and imitate. Between the moment of in- 
novation and imitation there is always a destabilizing supremacy that can 
evolve into a crisis situation, since it evokes the challenge of a first strike. 


Anti-satellite technology will serve as an example. On 27 February 1984, the 


US Defense Department revealed that the US government is designing a new 
anti-satellite weapon equipped with laser technology that can destroy satellites 
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in higher orbit. This is where the satellites for the Soviet C3 systems operate. 
Such a development poses a direct threat to the Soviet defense system. 


In the nuclear age, technological innovations are incapable of increasing 
security. A series of important technological developments, such as the atomic 
bomb, ICBMs, and rockets with multiple warheads, has only destabilized inter- 
national relations. The ‘‘technology’”’ fix is not enough. Fundamental political 
problems cannot be solved with more sophisticated tools. Yet at the same time, 
the current superpower tensions and the tendency to misread signals make it 
mandatory that communication systems are improved to make them much 
more reliable and accurate. This demands decisive innovations in information 
technology. 


The crucial contradiction is that the very same technology needs restraint 
and innovation. Detection technology provides a good example. Currently 
employed techniques are relatively unreliable and imprecise. New 
developments are needed to improve sensors and radar, since these could in- 
crease warning time and avoid errors. 


The problem is that such developments might also improve the detection of 
nuclear submarines. Today, the tracking of submarines is done through the use 
of acoustic sensors. Networks of underwater microphones or chains of such 
microphones trailing behind ships collect ocean sounds and transmit these to 
on-shore computer centres. Another method is the use of sonars, sound waves 
projected from ships. These methods are cumbersome and unreliable. It is 
precisely for this reason that submarines are a vital element in nuclear stability. 
Since they are difficult to detect, they are difficult to target, and will most likely 
escape a first strike intact, with the ability to make a debilitating second strike. 
The continued ability of submarines to escape detection is therefore the most 
powerful deterrent against a first strike. 


For just this reason, the USA and the USSR have improved the hiding 
capacity of their submarines. Yet new, non-acoustic technologies are now being 
experimented with, involving the use of satellites and new types of radar, such 
as ‘‘synthetic aperture’ radar. The satellite bounces radar pulses into the ocean 
and through computer images analyses the waves as they bounce back. This 
may make it possible to spot the ripples in the water left by the trail of a sub- 
marine. The tracking down of nulcear submarines would become possible. The 
radar satellites would make the oceans ‘‘transparent’’. The greater vulner- 
ability of the locations of submarines will obviously have a strong destabilizing 
effect. It is crucially important that a sensitive balance be maintained between 
the capacity for discovery and the capacity to hide. It is a contradiction which 
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cannot be resolved within the present warning-weapons systems. The problem 
of international security cannot therefore be solved by means of technological 
innovations. 


8. CONCLUSIONS 


a) Warning signals : It is essential for human survival that the implications 
of the foregoing facts and analyses become widely known and understood. 


(i) Information processing systems have become vital elements in the military 
policies of the nuclear age. The vulnerability and fallibility of these systems 
have become a grave risk factor. Unreliable and complex information systems 
have been integrated with weapon systems, resulting in a fundamental in- 
security in international power relationships. 


The vulnerability of the C3 system has recently become a major concern for 
military planners in the USA as well as in the Soviet Union. There is an increas- 
ing awareness that an attack may be directed not at the weapon systems (the 
‘‘muscle’’), but rather at the communication system (the ‘‘nerve centre’’). The 
latter could seriously reduce, if not practically cancel, the possibility of retalia- 
tion by the attacked party. 


This observation undermines the orthodoxy of deterrence strategies. The 
deterrence implied in such notions as ‘‘mutually assured destruction’’ is based 
upon crucial assumptions about the optimal functioning of information 
systems and communication linkages in times of crisis. These assumptions are 
that (a) the opponent’s attack can be detected in time, (b) the scope of the at- 
tack can be adequately assessed, and (c) decisions about an adequate response 
can be communicated from central command structures to weapon systems at 
various operational bases. 


A swift Soviet attack from submarines against some 25 public telephone 
switching centres in the USA would show these assumptions to be unrealistic. A 
first attack against the C3 system is likely to make any controlled and or- 
chestrated nuclear retaliation impossible. 


This vulnerability creates a dangerously destabilizing interaction among 
military planners. The Pentagon planners are aware of this vulnerability and 
worry about a possible first strike by the Soviet Union. In their thinking, the 
problem is that if the USA does not strike first itself, 1t may not be able to 
retaliate. At the same time, the Soviet military planners know about the C3 
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vulnerability and about the Pentagon tendency towards a first strike scenario. 
To them too, the advantage of a Soviet first strike does not go unnoticed. This 
again is observed by Pentagon planners who in turn feel that a Soviet readiness 
for first strike could best be pre-empted by a US first strike. This interaction sets 
in motion a spiralling progression toward the inevitability of a first strike 
scenario ! 


The counter-argument by theorists of deterrence, namely that even a 
decapitated operational force would still be a sufficient deterrence, due to the 
potential damage that can be inflicted by missiles from submarines, is 
questionable. First, any nuclear response needs to be precisely orchestrated. 
The major nuclear plan in the USA, the Single Integrated Operational Plan 
(SIOP), is in fact a comprehensive, computer-controlled, precision-timed 
‘‘menu’’ for the coordinated launching of missiles. This is vital, since nuclear 
weapons, contrary to conventional arms, cannot be used in an “‘a la carte’’ 
fashion. Uncoordinated firing of nuclear missiles may cause more damage to 
their sources than to their destinations. 


Secondly, in the planning of nuclear warfare and nuclear defense, the role 
of submarines tends to be somewhat neglected. There is a strong tendency for 
military planners to concentrate mainly on land-based missiles for retaliatory 
strategies. Exactly these missiles would be cut off from central command posts 
in the case of even a minor attack against the C3 system. 


(ii) Technical innovations are greatly needed, but simultaneously they are like- 
ly to destabilize a delicate balance of power. Developments in fields such as 
micro-electronics and laser technology reinforce the idea of limited nuclear war 
and a splendid first strike. This is corroborated by the fact that the technical 
design of new weapon systems is geared towards offensive capacity and not 
primarily towards deterrence. 


R. Aldridge, who for many years designed missiles for the Lockheed com- 
pany and subsequently left his work when he observed a decisive move in US 
policy from retaliation to first strike, commented in 1978, ‘‘I must reluctantly 
conclude that the United States is ahead now and is rapidly approaching a first- 
strike capability, which it should start deploying by the mid-1980s. The Soviet 
Union, meanwhile, seems to be struggling for a second best. There is no 
available evidence that the USSR has the combined missile lethality, anti- 
submarine warfare potential, ballistic missile defense, or space warfare 
technology to attain a disabling first strike before the end of this century, if 
then?’ 
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(iii) The unlimited faith of military authorities in technology has created 
systems of a complexity that makes it unlikely to avoid serious accidents. 


(iv) Developments in information technology have perfected the possibility of 
electronic warfare and made war almost as unreal as the computer war games. 
This alienation is reinforced by the obscurantist language in which the nuclear 
age is ‘‘sold’’ and the lack of critical public analysis, as the mass media by and 
large tend to reinforce the viewpoints of the nuclear strategists. 


b) The odds in our security gamble : The old Roman adage told us that if you 
wanted peace, you should prepare for war. (Si vis pacem, para bellum.) Today 
we have an unprecedented preparation for war, a state of constant vigilance and 
readiness never before in history achieved. This does not however guarantee 
very good prospects for peace. The information and analysis in this 
Background Information tend to suggest that present developments make 
nuclear war by mistake difficult to avoid. 


This is further complicated by the fact that technological developments 
cannot by themselves resolve this uncomfortable situation. Neither further 
technical progress nor limited reductions of weapon systems can help us to 
escape our plight. We will have to accept the fact that nuclear systems in- 
tegrated with information systems that are either unreliable or beyond human 
control not only fail to provide security, but actually increase our insecurity. 


The question imposes itself : with what level of insecurity can we live ? The 
basic problem can only be resolved with the total rejection of nuclear 
weaponry. It is argued, of course, that such total and complete disarmament 
would entail grave risk. Our choice then is among acceptable levels of risk. 


Deterrence, stability, precision are all illusions and deceptions. Accidental 
nuclear war is still improbable. But the characteristic of improbable events is 
that they do occur, and the irony of history is that the better we protect 
ourselves, the greater the risks we run. 


In our risk calculations we have to admit that even the low probability of 
accidental war is an uncomfotable situation. Weapon-warning systems make 
sense only if there is a readiness to use them. As we have discovered above, there 
is an unsolvable contradiction here. Deterrence implies insecurities due to in- 
complete information, since if both protagonists had all information about 
each other, their deterrence would not work. There must therefore be the 
possibility of utilizing these systems in situations in which full protection 
against ambiguous signals is not assured. Safer systems would tend to diminish 
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protection against a surprise attack. Unsafe systems run the risk of accidental 
wal. 


We therefore have to count with the probability of eventual weapon utiliza- 
tion. Even if this probability is calculated at less than 5% per year, it becomes 
an almost certainty within the next one hundred years. 


c) Suggestions for risk-reduction : Is there any way that we can help to reduce 
the risks with which the ‘‘Information Age’’ confronts us ? A number of 
obvious starting points could be suggested. 


The structure of public diplomacy in a ‘‘combative’’ system produces a 
distorted, constrained type of information that shapes and reinforces 
misperceptions and misunderstandings among the conflicting parties. This 
tends to support destructive rather than constructive modes of conflict resolu- 
tion. In order to employ less risky approaches to international conflicts, efforts 
in ‘quiet diplomacy’’ need to be intensified. Organizations such as the Com- 
mission of the Churches on International Affairs of the World Council of 
Churches could contribute significantly to the maintenance of communication 
channels through which conflicting parties could relate directly and without 
the undue pressures of massive audiences. 


In order to neutralize the effects of ‘‘disinformation’’, counter-images need 
to be created and disseminated. International institutions such as the World 
Council of Churches, as well as the peace movements throughout the world 
need constantly to monitor the flow of ‘‘nukespeak’’ and correct it by 
‘“counter-information’’. This could also become a specific contribution of the 
United Nations during this International Year of Peace. 


There must be a clear and convincing public statement that further 
technological development does not guarantee greater security. People need to 
know that in our competitive striving we have created tools that we can no 
longer fully control. The ‘‘Information Age’’ is a classical case of the 
‘*Frankenstein’’ drama. In our efforts to reach supremacy, we have developed a 
combination of destructive power and machine intelligence that now threatens 
the very survival we wished to secure. 


This truth is obscured by the myth of technical progress. More than 
anything else, this fantasy which deceptively equates technical with human pro- 
gress needs to be demythologized. Technical progress expands the human ex- 
tensions. It constantly adds to the volume and quality of the tools through 
which human beings execute the operations for which their own faculties are 
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too limited. The human system is unfortunately not expanded in the process. It 
continues to face its shortcomings. In the history of technical progress we have 
certainly accumulated knowledge. But contemporary men and women are not 
by implication more intelligent than their Greek or Roman counterparts. The 
difference is merely that today we have designed smarter machines ! 


The further we enlarge the gap between our innate capacities and our exten- 
sions, the more we lose control. With the increasing range of operations the 
tools can perform, there is a corresponding decrease of our autonomy in 
handling them. With the age of nuclear weaponry, this inverse relationship has 
reached its most critical limit. 


Arnold Toynbee concludes his classical ten-volume Study of History with 
the observation that throughout recorded history there has been an inverse cor- 
relation between the degree of civilization and the level of technical develop- 
ment. This thought should urge us to reflect on the bond between technical pro- 
gress and moral immaturity in our own epoch. 


The churches could play a vital role in such a critical self-reflection. 
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